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ABSTRACT

The number of foreign applications available in Korea is increasing. Among them, there are many cases where
applications having a large number of domestic users collect users’ personal information in an unauthorized manner, causing
serious problems. Unauthorized collection of personal information conducted through such applications is highly dangerous,
because sensitive personal information of users can be used in a malicious way. Further, this is violation of business ethics
and may interrupt the creation of the sound information technology ecosystem. This research is purposed to analyze the
current status of unauthorized collection of users’ personal information by foreign applications available in Korea and to
derive countermeasures thereof.
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Table 1. Analysis Environment

Emulator Noxplayer 6.6.1.3

VPN Express VPN 9.0.2.58
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Request | Response Details

POST https://mon-va.tiktokv.com/monitor/collect/?sdk_version=4008&
s_api=22&device_type=SM-G965N&ssmix=a&manifest_version_code=765&d ’
i=3208u00=0&region=KR&carrier_region=KR§ uuid=354630523018311%carri
er. reglon v2=4508&app_name=trill&version_name=7.6.5&timezone_¢ offset

X-SS-STUB CC9F95CA®29F9218E9C67AF3E9518AEE

Version-Code 1
Accept-Encoding gzip
Content-Encoding gzip
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OH4goy
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867628f feSeca5d4
BbbcaSSc1B7b25256117e613ec34b62271505d5e63416
412939887572aeel5e84bc15a516af@95

Fig. 1. TikTok 7.6.5 version IMEl acquisition
status
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9
1
"region™: "KR",
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Fig. 2. TikTok 7.6.5 version MAC, HS, ADID
acquisition status
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Table 2. Timeline by TikTok PTE User
Information Collection Version
1.3.0 11.9.3]2.7.0 16.0.4| 17.6.3
I 0 0 X O X
H X @) @) X X
M @) @) @) X X
A @) 0 @) 0 O
* 1 : IMEI
H @ Hardware Serial Number
M @ MAC Address
A : Android Device IDentification
Table 3. Timeline by INC User Information
Collection Version
8.7.0 9.9.5 16.0.4 17.6.3
I 0 0O O X
H 0] O X X
M 0 0] X X
A 0 0O O O
*1: IMEI

H : Hardware Serial Number
M @ MAC Address
A © Android Device IDentification
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Table 4. TikTok send and receive domains

national time zone
information, app
language, SIM
country

. Packet
. User Information
Domain . . Occurrence
Collection List
Frequency
IMEI, ADID,
mobile carrier
code, device type,
log.tiktokv manufa(.:turer, Every
carrier ;
.com . . minute
nationality,
country, time zone
information, app
language, etc.
MAC, IMEI, HS,
ADID, mobile
carrier code,
device type, Immediate
mon-— manufacturer, )
va.tiktokv nationality of Y
. after
.com carrier, .
. . execution
national time zone
information, app
language, SIM
country, etc.
IMEI, ADID,
mobile carrier
code, device
type,
api.tiktokv manufacturer, E\izry
.com carrier nationality, .
minutes
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